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About F-Secure Corporation

F-Secure Corporation protects consumers and businesses 
against computer viruses and other threats from the Internet and 
mobile networks. We want to be the most reliable provider of 
security services in the market. One way to demonstrate this is 
the speed of our response. According to independent studies 
in 2004, 2005 and 2006 our response time to new threats is 
signifi cantly faster than our major competitors. Our award-win-
ning solutions are available for workstations, gateways, servers 
and mobile phones. They include antivirus and desktop fi rewall 
with intrusion prevention, antispam and antispyware solutions.

Founded in 1988, F-Secure has been listed on the Helsinki Ex-
changes since 1999, and has been consistently growing faster 
than all its publicly listed competitors. F-Secure headquarters 
are in Helsinki, Finland, and we have regional offi ces around 
the world. F-Secure protection is also available as a service 
through major ISPs, such as Deutsche Telekom, France Telecom, 
PCCW and Charter Communications. F-Secure is the global 
market leader in mobile phone protection provided through 
mobile operators, such as T-Mobile and Swisscom and mobile 
handset manufacturers such as Nokia. The latest real-time virus 
threat scenario news are available at the F-Secure Data Secu-
rity Lab weblog at http://www.f-secure.com/weblog/

BE SURE. A necessity with today’s threats.
Today, the development of IT threats is driven by organized 
criminals. Instead of seeking publicity, they have become very 
sophisticated in hiding their very targeted attacks, making it 
diffi cult for traditional antivirus solutions to detect the intrusions. 
The unique technologies in F-Secure’s solutions see beneath the 
surface and protect you against these new types of attacks. You 
can be sure that you are protected even against new, unknown 
threats.
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Redefi ning Reliability
During the past fi fteen years, we’ve gained our reputation 
for reliability by protecting large enterprises and government 
bodies against viruses, worms and hackers. Now, this proven 
technology has been adapted for smaller businesses and home 
computers. However, at F-Secure, reliability extends well be-
yond advanced technology.

Reliable protection, whether for home computers or complex 
corporate networks, is about people and services, not just tech-
nology. Reliability means researchers that are one step ahead 
of the next threat, and able to provide fast response to new 
viruses. It also means developing proactive technology that is 
so easy to use and manage that protection is almost invisible.

With F-Secure, you do not subscribe only to a software pack-
age, but also to people and services with a track record of 
reliability.

Going Deeper
Today’s hidden and targeted attacks are making traditional an-
tivirus solutions less effective. Instead of just analyzing fi les, the 
security solution needs to monitor the system more persistently. It 
should also be able to analyze programs during execution. This 
is exactly what F-Secure® DeepGuard™ does. It can block at-
tacks even before a new threat is detected by any antivirus lab, 
and it also warns the F-Secure Security Lab about emerging 
threats. This functionality is now a standard feature in F-Secure 
desktop solutions.

24/7 Virus Research
Antivirus products are only as good as the ongoing research 
that is behind them. The F-Secure Anti-Virus Research Team is on 
call 24 hours a day, responding to new and emerging threats. 
The research team is staffed with globally recognized virus 
experts, who develop and distribute protection against new 
viruses, often well in advance of other antivirus vendors.
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F-Secure Firsts

2006
•  F-Secure fi rst to offer full protection for Symbian S60 3rd 

edition smartphones.

2005
•  The fi rst antivirus company to release rootkit detection tech-

nology.
•  Combined LAN/WAN and Internet Quarantine to ensure 

protection for both offi ce and roaming users.

2004
•  The fi rst mobile antivirus solution distributed with a mobile 

phone manufacturer.
•  The fi rst mobile antivirus service available through a mobile 

operator.

2003
•  The fi rst to offer hosted security services with wireless con-

nectivity and SMS updates.
•  The fi rst content security solution for wireless download sys-

tems.

2002
•  The fi rst antivirus product for a mobile phone on the Nokia 

Communicator product family.
•  The fi rst over-the-air updated antivirus product.

2001
•  The fi rst instant security alert service notifying pagers, PDAs, 

mobile phones, etc.
•  The fi rst service provider platform for device based antivirus 

and fi rewall services.
•  The fi rst real-time antivirus on a PDA platform.

1991 - 2000
•  The fi rst heuristic virus scanner of Windows executables 

and the fi rst integrated, policy managed security solution in 
1998.

•  The fi rst antivirus product with multiple virus scanning engines 
and the fi rst proactive macro virus technology in 1997.

•  The fi rst on-access, real-time antivirus product for Windows 
desktops and laptops in 1995.

•  The fi rst web based virus information center with a compre-
hensive virus encyclopedia in 1994.

•  The fi rst centrally managed antivirus solution in 1993.
•  The fi rst heuristic scanner for antivirus products in 1991.



F-Secure products have consistently won awards including 
Virus Bulletin 100% and Checkmark awards. The products 
have also received many recommendations in leading industry 
magazines.
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Award-Winning Software

F-Secure Linux Server Security 
(04/2007), F-Secure Anti-Virus for 
Windows Vista 2007 (02/2007), 
F-Secure Internet Security 2007 
(11/2006), Virus Bulletin

F-Secure Anti-Virus Client Security, 
Checkmark Levels 1 and 2, West Coast 
Labs, 05/2006

F-Secure Anti-Virus Client Security, 
InfoWorld Best Anti-Spyware Solution 
-award, 01/2006

F-Secure Anti-Virus Client Security and 
F-Secure Policy Manager, SC Magazine, 
06/2006

F-Secure Anti-Virus Small Business Suite, 
PC Professionell, 04/2006

F-Secure Internet Security 2007, Editor’s 
Choice award, Windows News 
Magazine, 12/2006

F-Secure Internet Security 2007, 
01/2007

F-Secure Internet Security 2007, 
01/2007

Mobile Products Protect Star, 07/2005 100% virus detection, C’t Magazine, 
06/2006
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F-Secure Solutions

F-Secure solutions are the easiest to use and the most effective 
solution against viruses, worms and trojans, as well as against 
hackers, unauthorized intrusion attempt, spyware and spam. 
F-Secure solutions cover virus protection for handheld devices, 
desktops, laptops, fi le servers, e-mail servers and gateways.

Firewalls &
Gateways

for Desktops/Laptops and File Servers
    for Firewalls

for Mail Servers
for Handhelds

Virus Worm

Trojan Hacker Spam

Handheld User
Telecommuter

Mobile Worker

Citrix

Mail Server

File Server

Desktop User

Mail Filter

Spyware
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Home Computing

For home users and small offi ces that require easy, stand-
alone antivirus and personal fi rewall solutions for Microsoft 
Windows based desktop and laptop computers.

Peace of Mind
You can surf the Internet, open e-mail attachments and use your 
computer without fear of virus infections. You can also be sure 
that you are not sending viruses to others.

Virus Protection
With F-Secure Anti-Virus, viruses, worms, spyware and rootkit 
attacking via e-mail, web, fl oppy disks and CD-ROMs are 
stopped in real-time. 

Personal Security
You can use the Internet without fearing that hackers might steal 
your passwords and other private information. In addition, your 
computer cannot be misused for illegal operations, such as 
web attacks and distribution of spam e-mail.

Intrusion Prevention
In addition to viruses, F-Secure Internet Security protects you 
against zero-day attacks, modern network worms, hackers and 
trojans when you are connected to the Internet. 

Ease of Installation
Installation of the products is fast and simple. You do not need 
previous experience with software installations to be able to 
install the programs in only a few minutes.

Transparency
After installation, the programs work transparently in the back-
ground. Just install and forget!
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Businesses

For companies that require an easy and centrally managed 
antivirus, antispyware, antispam and intrusion prevention so-
lution for desktops, laptops and network servers as well as 
for gateways. 

Focus on Your Business
You can focus on your business and productivity instead of 
spending time on keeping your security updated.

No Hidden Costs
There are no hidden costs, such as end-user training, purchase 
of extra hardware or third party software licenses. The solution 
runs on your existing IT infrastructure.

Ensure Business Continuity
You ensure your business continuity and save money when you 
avoid costly network downtime caused by viruses and you also 
avoid time-consuming legal consequences as the program pre-
vents viruses from sending confi dential documents to outsiders. 

Grows with your Business
The solution scales with your business in a convenient and 
economic manner. From a centralized location, you can add 
new computers or even entire remote offi ces to your antivirus 
protection.

Automated Adaptive Protection
F-Secure solutions adapt protection to the way in which  people 
behave, rather than  expecting people to adapt to the way in 
which technology works.

Control
The administrator is in control of company security with an easy-
to-use and free management tool. The end-user cannot bypass 
this security setting. 

Automatic Reports
The administrator can easily create reports on security alerts 
and network status with the web-based reporting tool.
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F-Secure Solutions are…

Fast. F-Secure is one of the fastest antivirus vendors to deliver 
protection to your computer when a new virus breaks out.

Designed to fulfi ll your needs. F-Secure keeps your IT safe by 
combining all necessary security components for current and 
future threats. Thanks to advanced technologies, such as F-Se-
cure DeepGuard, F-Secure protection goes beyond traditional 
defenses by detecting invisible, targeted threats.

Automatic. F-Secure is the only vendor to provide secure up-
dates automatically and transparently multiple times per day 
with minimal bandwidth use.

Appraised. Numerous product comparisons and awards, such 
as VB100% and Checkmark Level 1&2 prove that F-Secure 
Anti-Virus is one of the most effective antivirus solutions on the 
market.

Easy to use. F-Secure solutions are easy to install and use; no 
special computing skills are needed.

Powerful. F-Secure solutions are one of the few antivirus pro-
grams with multiple scanning engines, each specialized in dif-
ferent types of viruses. Previously unknown threats are detected 
with heuristic techniques and behavioral analyses of running 
programs.

Delivered with care. F-Secure offers you a wide variety of 
professional services from training to consultation. By default, 
F-Secure Anti-Virus licenses include free virus defi nition updates, 
program upgrades and technical support for one year.

Adaptive. F-Secure solutions for laptops can automatically ad-
just the security level based on network connection. This ensures 
the best possible protection no matter where the remote user 
connects to the network.
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F-Secure Anti-Virus
Product Table

F-Secure Anti-Virus for Workstations

F-Secure Client Security

F-Secure Anti-Virus for Windows Servers

F-Secure Anti-Virus for MS Exchange

F-Secure Anti-Virus for MIMEsweeper

F-Secure Linux Server Security

F-Secure Internet Gatekeeper

F-Secure Internet Gatekeeper for Linux

F-Secure Spam Control

F-Secure Messaging Security Gateway

F-Secure Anti-Virus 2007

F-Secure Internet Security 2007

F-Secure Mobile Anti-Virus

F-Secure Mobile Filter

F-Secure Solutions
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F-Secure Anti-Virus for Citrix Servers
(& MS Terminal Server)

F-Secure Mobile Security

F-Secure Linux Client Security

F-Secure Anti-Virus Corporate Suite

F-Secure Anti-Virus Small Business Suite

F-Secure Anti-Virus Enterprise Suite

+
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F-Secure 
Internet Security 2007

F-Secure® Internet Security™ 2007 provides complete and 
easy-to-use protection against all Internet threats, whether 
they are known or previously unidentifi ed.

Safety on the Internet
F-Secure Internet Security allows you to surf the Internet and 
open e-mail attachments safely. You can also use your computer 
without fear of virus infections or hackers. Just install and forget, 
F-Secure Internet Security will automatically guarantee safe surf-
ing for you and your family!

Best Protection
The superior technology in F-Secure Internet Security includes 
an award-winning antivirus, a pre-confi gured fi rewall and an 
improved antispyware. It also includes a new technology, 
F-Secure DeepGuard, that constantly monitors the very heart 
of your computer, making sure that no malicious programs 
can take over. In addition, the product fi lters unwanted spam 
and so-called phishing attempts from your e-mail. And with the 
parental control, you can block access to websites that have 
questionable content.

Simplicity and Ease of Use
Automates all the key tasks required to keep your computer and 
data safe. Taking just minutes to install, it is constantly working 
in the background to protect you and your data. You do not 
need to be an expert in information technology to be able to 
professionally protect your computer.
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F-Secure Anti-Virus 2007

F-Secure® Anti-Virus™ 2007 provides the best protection for 
your home PC against viruses, worms, spyware and unknown 
attacks. It is highly automated and extremely easy-to-use.

Keep Viruses Away
Allows you to safely open e-mail attachments and use your 
computer without fear of virus infections or malicious programs 
that can take over your computer. You can also be sure that you 
are not sending viruses to others. Just install and forget, F-Secure 
Anti-Virus will automatically keep viruses and unknown threats 
away from your computer.

Simplicity and Ease of Use
Automates all the key tasks required to keep your computer and 
data safe. Taking just minutes to install, it is constantly working 
in the background to protect you and your data. You do not 
need to be an expert in information technology to be able to 
professionally protect your computer.

The Fastest Protection against New Virus Outbreaks
F-Secure virus research team operates 24 hours a day to make 
sure it is always among the fi rst to deliver protection against 
new viruses. This is why your F-Secure Anti-Virus is always up 
to date.

((

((
((

((

((

((

((

((
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F-Secure Client Security

F-Secure® Client Security™ 7 provides centrally managed 
threat protection for corporate workstations. The solution de-
fends computers against traditional and new zero-day threats 
by integrating antivirus, fi rewall, antispyware, rootkit scan-
ning and behaviour-monitoring (HIPS).

Real-Time Virus and Spyware Protection
Stops viruses, spyware and other malicious code attacking via 
e-mail, the web, fl oppy disks and CD-ROMs in real-time. The 
scanning of HTTP, POP3, IMAP and SMTP mail traffi c ensures 
that no viruses are sent out or received through e-mail.

Zero-day Threat Protection
Centrally managed F-Secure BlackLight™, a rootkit scanner, 
and F-Secure DeepGuard, a Host-Based Intrusion Prevention 
System (HIPS), protect workstations against unknown and hid-
den malware. F-Secure DeepGuard uniquely combines heuris-
tics, sandboxing and behaviour-blocking.

Integrated Desktop Firewall
Provides robust monitoring and fi ltering of Internet traffi c prevent-
ing unauthorized access to the workstations over the network 
and hides the workstations from Internet hackers and network 
worms.

Intrusion Prevention
Analyzes Internet traffi c and automatically detects and blocks 
suspicious network traffi c such as port scans and network 
worms.

Combined LAN/WAN and Internet Quarantine
Assures healthy security level for workstations and laptops con-
necting to offi ce LAN or Internet.

Available in 18 different languages (please see F-Secure Anti-
Virus for Workstations). p
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F-Secure Anti-Virus 
for Workstations and 
for File Servers

F-Secure® Anti-Virus™ for Workstations provides centrally 
managed antivirus and antispyware protection for corporate 
laptops and desktops. It stops viruses from entering and spread-
ing in the corporate network via employees’ computers.

F-Secure® Anti-Virus™ for File Servers ensures that employ-
ees who connect with infected machines to corporate fi le 
servers do not spread viruses in the network. It also scans the 
system for hidden rootkits.

Real-Time Automatic Protection
Stops viruses, worms and trojans attacking via e-mail, web, 
fl oppy disks and CD-ROMs in real-time. It also scans the content 
of compressed fi les such as ZIP fi les.

Centralized Management
Can be remotely installed, deployed, confi gured and moni-
tored with F-Secure Policy Manager from one central location.

Available in Several Languages
Chinese (server), Czech, Danish, Dutch, English, Finnish, 
French, German, Greek, Hungarian, Italian, Japanese, Nor-
wegian, Polish, Portuguese, Brazilian Portuguese, Slovenian, 
Spanish, Swedish and Turkish.

Wide Platform Support
For protection of Linux dekstops and fi le servers, please see 
F-Secure Linux Client and Server Security.

((

((
((
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F-Secure Anti-Virus 
Enterprise Suite

F-Secure® Anti-Virus™ Enterprise Suite offers everything 
needed for larger businesses and corporations to protect 
workstations, laptops, servers and gateways for viruses, tro-
jans, spam, worms, spyware and network intrusion:

F-Secure Anti-Virus
>  for Workstations
>  for Windows File Servers 
>  for MS Exchange
>  for Citrix Servers
>  for MIMEsweeper
F-Secure Linux Security Platform
F-Secure Client Security
F-Secure Linux Client and Server Security
F-Secure Internet Gatekeeper for Linux
F-Secure Internet Gatekeeper for Windows
F-Secure Spam Control for MS Exchange
F-Secure Spam Control for Internet Gatekeeper
F-Secure Policy Manager

Proactive Protection Against Unknown Threats
Advanced technologies like F-Secure DeepGuard and F-Secure 
Blacklight provide centrally managed protection for corporate 
workstations against both traditional and new, unknown zero-
day threats. 

Automatic Virus and Spyware Defi nition Updates
The virus defi nition databases are updated daily with minimal 
bandwidth to stay one step ahead of new threats without ad-
ministrator intervention. 
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F-Secure Anti-Virus 
Corporate Suite

F-Secure® Anti-Virus™ Corporate Suite combines all the 
critical antivirus components required for corporate security 
providing protection for laptops, desktops, fi le servers, e-mail 
servers and gateways:

F-Secure Anti-Virus
>  for Workstations
>  for File Servers
>  for Microsoft Exchange
>  for Citrix Servers
>  for MIMEsweeper
F-Secure Client Security
F-Secure Linux Server Security
F-Secure Internet Gatekeeper for Windows
F-Secure Policy Manager

An All-in-One Cost Effi cient Solution
Incorporates an enterprise-wide, cost effi cient solution that pro-
vides you with everything you need to fully secure your corpo-
rate network.

Centralized Management
All the Windows based products included in the suite can be 
remotely installed, confi gured and monitored with one single 
management system – F-Secure Policy Manager. All F-Secure 
Anti-Virus licenses entitle you to use F-Secure Policy Manager 
free of charge.
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F-Secure Anti-Virus 
Small Business Suite

F-Secure® Anti-Virus™ Small Business Suite is designed for 
small and medium sized businesses. It includes all needed 
components to protect a company’s desktops and laptops as 
well as fi le and e-mail servers.

Desktop Protection
F-Secure Client Security provides centrally managed protection 
for corporate workstations by combining robust signature-based 
protection with advanced behaviour-monitoring. These prevent 
both global and local malware epidemics and intrusions.

File Server Protection
F-Secure Anti-Virus for File Servers ensures that employees who 
connect with infected machines to corporate fi le servers do not 
spread viruses in the network.

Microsoft Exchange Protection
F-Secure Anti-Virus for Microsoft Exchange protects Microsoft 
Exchange environments by removing viruses, worms and tro-
jans hidden in e-mail attachments, and documents in public 
folders.

Centralized Management
With F-Secure Policy Manager an IT administrator can install, 
confi gure, update, upgrade and monitor all the corporate anti-
virus and security solutions from one single location.
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F-Secure Policy Manager

With F-Secure® Policy Manager™ – a free security man-
agement system – an IT administrator can install, confi gure, 
update, upgrade and monitor all the corporate antivirus and 
security solutions from one single location.

Centralized Management
Enforces corporate security policies and ensures that the end-us-
ers cannot bypass the protection.

Powerful Policy-based Management
Ensures short reaction times on emerging security threats. Se-
curity policies can be changed and distributed to the entire 
organization in minutes.

Ease of Use and Deployment
Features the easiest security management system available on 
the market; getting it up and running takes only a few minutes.

Low Total Cost of Ownership
Delivers ongoing cost savings. For instance, there is no need 
to physically visit remote offi ces, nor is additional hardware or 
software needed.

Extensive Reporting
Generates comprehensive, customizable, web-based reports 
for monitoring the status of the entire managed network.

Supported Languages
English, French, German, Japanese

F-Secure Policy ManagerTM

Virus definition
updates

Policies,
settings,
updates

F-Secure solutions
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F-Secure 
Internet Gatekeeper

F-Secure® Internet Gatekeeper™ is a high-performance and 
fully automated antivirus and content fi ltering solution for pro-
tecting corporate e-mail and web traffi c at the Internet gate-
way. See also F-Secure Internet Gatekeeper for Linux.

Virus Protection for E-mail and Web Traffi c
Automatically stops viruses and other malicious code hidden in 
SMTP, HTTP and FTP over HTTP traffi c. As a standalone proxy it 
interoperates with any fi rewall and e-mail system.

Content Filtering
Protects against viruses and undesired fi le types by securely 
stripping attachments based on fi le size, type or name.

Zero Day Protection
Zero-hour antivirus protection uses behaviour-monitoring to pre-
vent unknown malware that spreads quickly through e-mail. It 
also offers protection against malware before traditional signa-
tures have been published.

Local or Remote User Interface
Provides an easy-to-use Web user interface for managing the 
product either locally or from a remote location. Alternatively, 
the centralized management tool F-Secure Policy Manager can 
be used to administer all F-Secure Anti-Virus products.

Spam Control Option
F-Secure Spam Control fi lters annoying spam messages from 
the user’s inbox transparently and frees time for productive 
work. The component can be purchased separately.

Antivirus protection at the gateway
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F-Secure Anti-Virus 
for Microsoft Exchange

F-Secure® Anti-Virus™ for Microsoft Exchange protects Mi-
crosoft Exchange environments by removing viruses, worms 
and trojans hidden in e-mail attachments, and documents in 
public folders.

Several Scanning Options
Supports real-time, manual and scheduled scanning of mailbox-
es and public folders as well as full and incremental scanning.

Attachment and Message Filtering
Protects against fast spreading viruses, worms and trojans by 
enabling fi ltering based on key words in messages and fi le 
name, size and type in attachments. 

Outbreak Management
Enables fast responses to virus outbreaks. The product notifi es 
the administrator when the number of infections exceeds a cer-
tain level in a given time period. 

High Availability
Support for Microsoft Windows Active-Active clusters  prevents 
operational disruptions with automatic connection to the back-
up server if the primary scanning server becomes unavailable.

Zero Day Protection
Zero-hour antivirus protection uses behaviour-monitoring to pre-
vent unknown malware that spreads quickly through e-mail. It 
also offers protection against malware before traditional signa-
tures have been published.

Spam Control Option
F-Secure Spam Control fi lters annoying spam messages from 
the user’s inbox transparently and frees time for productive 
work. The component can be separately purchased.
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F-Secure Spam Control

F-Secure® Spam Control™ fi lters annoying spam messages 
from the user’s inbox transparently and frees time for produc-
tive work.

Multiple Filter Mechanisms
Detects spam based on rules and different analyses of the e-
mail content.  Multiple fi lter mechanisms of the e-mail content 
ensure high accuracy detection. 

Heuristics Rules Technology
Monitors, evaluates and identifi es suspicious e-mail traffi c 
based on typical spam profi les. As the fi ltering does not only 
rely on blacklists or sender information, it is precise.

Automatic updates
Runs and updates automatically on the background. The spam 
detection update fi les are delivered frequently in order to keep 
the detection rate high and accurate. 

Flexible Management
Allows the administrator to specify the sensitivity level of spam 
fi ltering with ease. As a result, the spam can be dropped al-
ready at the server. Alternatively, it can be fi ltered at the client 
level.

Centralized or Local Administration
Enables centralized management with F-Secure Policy Man-
ager or local administration with standalone user interface. 

Blacklisting and Whitelisting
Support for DNS Blackhole Lists and black- and whitelisting.
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F-Secure Anti-Virus 
for MIMEsweeper

F-Secure® Anti-Virus™ for MIMEsweeper stops viruses, 
worms and trojans together with your MIMEsweeper product, 
providing your corporation with a powerful solution for com-
plete content security.

Seamless Integration
Supports the Content Scanner Scenario interface of Clearswift’s 
MAILsweeper product ensuring easy installation and the highest 
possible scanning performance.

Superior Performance
Eliminates the need to queue content through a command line 
scanner; scans multiple messages simultaneously providing 
high performance.

Integrated Management
Enables easy management with the MIMEsweeper manage-
ment system or F-Secure Policy Manager.

Supported MIMEsweeper Products
Supports MAILsweeper for SMTP and MIMEsweeper for Web.

Available in Several Languages
Chinese, Czech, English, Finnish, French, German, Greek, 
Hungarian, Italian, Japanese, Korean, Spanish and Swedish.

F-Secure Anti-Virus
Integrated with
MIMEsweeper

E-mail Server
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F-Secure Anti-VirusTM

for Citrix Servers

F-Secure Anti-Virus 
for Citrix Servers

F-Secure® Anti-Virus™ for Citrix Servers is designed to pro-
tect corporations using Citrix MetaFrame servers and Mi-
crosoft Terminal Servers against viruses and other malicious 
contents.

Always-on protection
Prevents remote users to infect the whole server farm. The pro-
tection is always-on and up-to-date.

Low-cost administration
Provides easy-to-use and low-cost administration through central 
management and automated updates.

Increased Productivity
Enables businesses to improve their productivity by providing 
easy access to information and application regardless of time, 
place and access device. 

Improved Performance
File indexes are cached so only the changed fi les are scanned 
to improve performance.

Increased Security
Ensures business continuity without disruptions caused by vi-
ruses and other malicious contents.



25

F-Secure Messaging 
Security Gateway

F-Secure® Messaging Security Gateway™ delivers the indus-
try’s most complete and effective security for e-mail. It com-
bines a robust, enterprise-class messaging platform with pe-
rimeter security, antispam, antivirus and zero-hour protection 
capabilities in an easy-to-deploy, hardened appliance. Now 
also available as Virtual Appliance.

Perimeter Security
The integrated E-mail Firewall provides complete perimeter 
security, defending against denial-of-service, directory harvest 
and other forms of network-based attacks. The unique machine 
learning and SMTP traffi c control features constantly monitor con-
nections at the IP address level, looking for malicious activity.

Virus Protection
F-Secure’s award winning antivirus technology provides the 
industry’s most accurate protection against viruses. In antivi-
rus, where speed is of utmost importance, F-Secure maintains 
record response times and sets the pace of development.

Spam Detection 
Unrivalled protection from spam and phishing attacks is en-
sured by advanced machine learning technology, which ana-
lyzes more than 200,000 structural and content attributes in 
every message to accurately identify unwanted e-mail.

Benefi ting from virtualisation
The solution is also available as a pre-built virtual machine for 
companies using the VMware environment. Virtual Appliance 
lets you get the full benefi t of virtualization also in messaging 
security.
 
Ease of Installation and Use
A small-enterprise optimized administration interface and “plug 
and play” setup wizards that enable installation in just minutes 
and minimize ongoing maintenance requirements.
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F-Secure Linux Client 
and Server Security

F-Secure® Linux Client and Server Security™ is an integrated, 
out-of-the-box ready security solution with strong real-time 
antivirus protection and Host Intrusion Prevention functionality 
that provides protection against unauthorized connection at-
tempts from network, unauthorized system modifi cations and 
rootkits.

Protection Against Malware 
(*including Riskware and Spyware)
Transparent real-time protection against malware as fi les are 
opened, copied, and downloaded from the web. *Server 
Security protects also against Riskware and Spyware. Virus 
defi nition databases are signed by F-Secure and updated au-
tomatically.

Centralized Management of Local Firewall Rules
Protects the host against unauthorized connection attempts with 
predefi ned security profi les tailored for common use cases.

Protection Against Unauthorized System Modifi cations
Integrity checking prevents and alerts the administrator on fi le 
changes that originate internally, or from external intrusion, mali-
cious tampering or accidents.

Protection Against Rootkits
Detects, prevents and alerts the administrator on user space or 
kernel rootkit installation attempts.

E-mail Scanning
Support for scanning messaging content in established system 
using third party solutions like Mailscanner or AmaViS (or simi-
lar).

Centralized Management
With F-Secure Policy Manager administrator can remotely man-
age both Linux and Windows workstation security. 

Easy to use
Easy-to-use product and effective protection combining all the 
important security features in graphical local user interface.
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F-Secure Internet 
Gatekeeper for Linux

F-Secure® Internet Gatekeeper for Linux™ is a high-perform-
ance fully automated antivirus and content fi ltering solution 
for protecting corporate e-mail and web traffi c at the Internet 
gateway.

Virus Protection for E-mail and Web Traffi c
Automatically stops viruses and other malicious content hidden 
in SMTP, HTTP, POP3 and FTP.

Transparent Proxy
Product can be installed as a transparent HTTP proxy server 
acting as a gateway between the corporate network and the 
Internet.

E-mail Scanning
Scans malware in incoming and outgoing e-mails. Blocks or 
quarantines e-mail messages and sends a customizable notifi -
cation message. Can also block e-mails having scripts, ActiveX 
or specifi ed fi les or extensions as attachments.

Access Control
Allows you to prevent employees from visiting non-work related 
web sites or sending private e-mail via free e-mail messaging 
services on the web.

Spam Control
Filters spam for both SMTP and POP services with RTBL (Real 
Time Blacklists) and SURBL (Spam URL Real Time Block Lists). 
Easily confi gurable custom rules can be used to e.g. whitelist 
known legitimate e-mail.

Easy to Administer
Provides an easy-to-use web user interface for managing the 
product either locally or from a remote location.
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F-Secure Mobile Security

Protect your personal data on your smartphone, wherever 
you go.

Stop all types of smartphone threats from Bluetooth viruses to 
MMS worms by using F-Secure’s mobile solutions. With F-Se-
cure Mobile Anti-Virus, you can e-mail, browse the web or use 
Bluetooth devices without fear of viruses, worms or trojans. 
When an infected fi le is detected, it is immediately quarantined 
to protect all other data in the system. F-Secure® Mobile Secu-
rity™ adds a fi rewall for supported devices to the award-win-
ning anti-virus, stopping all intrusion attempts.

>  Stops all types of malware from Bluetooth viruses to MMS 
worms. 

>  Intelligent proactive detection stops most viruses without the 
need for antivirus updates. 

>  Monitors all potential virus entry points. 
>  Automatic over-the-air antivirus updates from the F-Secure 

Security Labs when a new threat is detected. 
>  Includes fi rewall (F-Secure Mobile Security) for selected 

devices to protect against Wi-Fi intrusion attempts.
>  Supports both Symbian and Windows Mobile.
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F-Secure Mobile 
Anti-Virus for Businesses

F-Secure® Mobile Anti-Virus™ for Businesses is the easiest 
and the most effi cient way for corporations to get the required 
protection for mobile phones. The real-time antivirus protec-
tion and automatic updates directly to the mobile device over 
a wireless connection makes it the most comprehensive solu-
tion on the market for companies of any size.

Centralized Portal for Status Monitoring and Antivirus 
Subscription Service
Using F-Secure Mobile Services portal the company IT admin-
istrator can easily see the protection and wireless antivirus serv-
ice status of the company’s smartphones.

Transparent, Real-Time Protection Against Viruses, 
Worms and Trojans
Stops automatically in real-time viruses and malicious code 
attacking via PC synchronization, fi le exchange with another 
device, WAP/MMS or direct Internet download. When an in-
fected fi le is detected, it is immediately quarantined to protect 
all other data in the system.

Integrated Firewall
Integrated fi rewall safeguards the mobile device with WLAN 
connectivity from any type of attack, from intrusion attempts to 
malware.

Automated Virus Defi nition Updates
Automatic virus defi nition updates from F-Secure Data Security 
Lab to the smartphones over an HTTPS data connection, or 
incrementally with SMS updates.
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F-Secure Services

F-Secure offers a wide selection of services that help you to 
make the best of your investment in F-Secure solutions. With 
F-Secure’s appraised expertise in data security and virus pro-
tection, you ensure your system is always properly protected.

Standard Support
Standard support provides you with easy access to our expe-
rienced technical support staff during local business hours via 
Internet, e-mail and phone – whichever is the easiest way for 
you.

Premium Support
Premium support ensures that you enjoy the highest priority tel-
ephone service 24/7 and access to personalized and proac-
tive support services.

Maintenance
Maintenance services provide you with daily virus defi nition 
updates and product upgrades via web or on CD-ROM.

Product Training
F-Secure provides high quality technical product training world-
wide. Contact your local F-Secure offi ce or F-Secure Certifi ed 
Training Partner to get more information on the courses and 
schedules.

Instant Virus Alerts
The sooner you are alerted about potential virus outbreaks, the 
better you can protect your network against them. F-Secure Ra-
dar™ delivers you instant notifi cations of serious security events 
around the world through a variety of media. F-Secure Radar is 
offered as a personal one-year service subscription.

Note: Upon purchase of F-Secure Anti-Virus licenses, you are 
entitled to free virus defi nition updates, program upgrades and 
standard support for one year. For other F-Secure products, the 
services can be purchased separately.
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Contact Us
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F-Secure Inc.
100 Century Court, Suite 700
San Jose, CA 95112, USA
Tel: (888) 432-8233
Fax: (408) 350-2339
E-mail: sanjose@f-secure.com
www.f-secure.com

F-Secure Corporation
Malaysia, Singapore, Hong 
Kong, India, Australia

Suite 2A-18-2 Plaza Sentral 
Jalan Stesen Sentral 5 
50470 Kuala Lumpur, Malaysia
Tel. +603-2264-0200
Fax: +603-2264-0299
E-mail: malaysia@f-secure.com
www.f-secure.com
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F-Secure Corporation
PL 24, Tammasaarenkatu 7
00181 Helsinki, Finland
Tel: +358 9 2520 0700
Fax: +358 9 2520 5001
E-mail: info@f-secure.com
www.f-secure.com

F-Secure (UK) Ltd.
Westfi elds
Loudwater
Buckinghamshire 
HP 11 1HA, 
Tel: +44 (0) 845 890 3300
Fax: +44 (0) 845 890 3301
E-mail: uk@f-secure.com
www.f-secure.co.uk
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